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BN TH LY FEDOE N 2T AL LTHIRfRENTWAS.

2. WFBEERY

KX T, TNLDOERDOT, RELMBIII vy a7 VT o il b,
Rz MBS RA RO D A7 ¢ AZEM 2RI, WHEOBE LI L7 EHRtF =V
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Abstract

1. Introduction of Study

Recently, Cybercrime is becoming a bigger threat because of the rapid progress of the Internet.
Therefore, the importance of information security is also increasing. Accordingly, an information
security management system (ISMS) is considered to be effective as a security guideline for the
organization of companies. Generally, an ISMS performs a risk assessment of the organization of
companies and defines the necessary security level. Thus, reducing the risks related to information
security in company is possible by introducing such an ISMS. By the way, new threat of physical
security, such as drone to land on the roof of the Prime Minister’s Office, are increasing. Thus, it is
becoming important not only information security but also physical security. For the information
security considering physical security, sensor technology is expected to be used. Because, sensor
technology is progressing rapidly, miniaturization, high accuracy and price reduction. Furthermore,
sensor technology, as typified by a surveillance camera which is the use of a physical state
acquisition section, has attracted attention. So, in the information security, sensor technology is
expected to be used for more flexible system considering with physical security.

2. Purpose of Study

As mentioned above, we propose a new information security management that considering
physical state in office environment, such as using a variety confidential information. Generally, in
office environment, threats related to security are changing dynamically by TPO (Time, Place, and
Occasion) conditions. Here, we newly defined this environment as a security field. In this way,
perform a risk assessment to the security field in office environment. And, we newly propose a
countermeasure of information security with physical security to contribute a secure and safety IT
governance.

3. Result of Study
3.1. Risk assessment of the security field

Generally, there are various threats in office environment. However, researches of the security
field, such as investigation of both the risk of information security and physical security, are not
enough. Here, we do a risk assessment against the security field in office environment considering
physical security. First, Twenty-seven risk factors were comprehensively extracted by the RBS (Risk
Breakdown Structure) method, which is a typical method in the risk management field. Next, the risk
analysis is conducted by using the risk matrix method, which is a general method in the risk
management field. Thus, the risk matrix method was used to deduce countermeasures. Furthermore,
risk values were introduced for use in an ISMS quantitative evaluation for detailed risk assessment.
This quantitative evaluation clearly showed that the proposed countermeasures can reduce risks by
about 55%.

3.2. Risk management of the security field by sensor utilization

(1) The optimal Cloud selection based on TPO conditions

Generally, in office space, the risk level is changing dynamically according to TPO conditions. By
the way, multiple Cloud is used also in the company in recent years. Here, the method of selecting
the optimal Cloud according to a risk level is newly proposed for multiple Cloud utilizing
environment of such a company. First, each Cloud's security policy was visualized according to the
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guideline of CSA (Cloud Security Alliance). Furthermore, about the risk level of an office, it
quantified according to TPO conditions of an office. Next, the risk level of each Cloud's security
policy and the office risk value (it clusters with a threshold value) were made to match mechanically.
Accordingly, auto select of the optimal Cloud according to an office risk value was made available.
As mentioned above, by being based on the TPO conditions of an office showed that the optimal
Cloud selection was achieved.

(2) Increase in efficiency of the security investment effect of ISMS by sensor utilization

In general, ISMS is considered to be effective as a security guideline for the organization of
companies. However, because of such as cost problem of ISMS introduction, generally, ISMS
introduction rate of the company are not enough. Here, we newly propose a reduction of human
operation with sensor technology to reduce the cost of ISMS introduction. First, clarify the cost
structure of ISMS by integration method and a work simulation based on “code of practice for
information security controls” of ISMS. So, we investigated substitute items of the human operation
based on sensor technology in detail. As this result, we clarify that human operation can about 36%
reduced by the sensor technology.

4. Conclusion of Study

In this study, we newly proposed the new risk management to contribute a secure and safety IT
governance in companies. Concretely, we proposed risk management of the security field, such as
information security with considering of physical security. As a result, by use of sensor technology,
we clarified promotion of ISMS and a countermeasure for threat of physical.

In future, by realize a more flexible security system by sensor technology, it can expect to
contribute IT infrastructure that have high convenience and high confidentiality.
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U4, AL S OB RERIZON, By /T =204 —T T =2l T4
AT RRKREND LT, HFRBFOAMEIIRE <R TETND. ZNICEST,
P A N—JUFRe E O A BB LML L TRY, EHtxa V7o 0oEEEL T
mESTWVD. ZhizxtL, REREOHEMOEX 2V T4 fEHELTAEEZZOND
DAY ISMS  (Information Security Management System, [EHEFX = U7 4 v LKA P AT
L) ThD. ISMS &1, fElloex 2 U7 o3RIz, MkOo~xTo A FELTY A
7 M EIT, BEREX 2V T 4 LNV EEDTCUAT LAEENTHZETHH[1-1].
ISMS TIEfEHEF = U 7 ¢ 1Tk DB RFIHZ 2R T 572912, PDCA (Plan - Do * Check -
Action) ET VAL UIEFHEEOENE, AN, TetEe2 T2 X <HERL, ke
RUGEEIT> TV LD THD.

L L72h 5, 2015 121 8,096 &9 A N—JUkD A R 5 &, IHHtxa
T AIRELELITEVTINT, FIZIFISMSICHOWTh, BATHZ LIk T, it
X2 UT AT DI R 28T D2 ENAHEE 250, HARTIE, FEERICEATLZ
& WEE L W3 72 < AR [1-2]-[1-3]. ISMS D K 2151 TN ERRIRIE, BT
HITH LT T r— Mo kd e, Fltx=aV 7 03K LofM@Es s LT, =

MZET2ERNET BN TWA[1-4]. £z, ISMS ZEAL TWAERICH L, Rt
X2 VT 4 REBERFEI TR 12T 7 — MERDGIE, ISMS 12 Téﬁﬁﬁaﬁ%W&
THRF2A IREBE D LMEELTND [1-5]. AIED 3 A M HRREICK L, TPA
ETE, RV T ma /) I7ARREINTEY, EX2 U7 4 iHROKEHR
D1 ﬁ%@ﬁ%ﬁﬂhﬁéﬂfv B[1-6]. £7=, $%HD ISMS OEFRB# N L4 & 25 i
\Z%F LTI, ToT (Internet of Things) COFIH, /MMl @kgEA L, SEBESTFEE L <
B L CW D R OIE I L AR E 2 5TV 5H[1-7]-[1-8].

IO UEMICEE LT, T, F L HER L TE TV 5 1oT (Internet of Things) 23 BALE
fLLTETWBZ EnzrFons. Ab, IoT i, /ML, SkEE L, &ERE L, Kk
NAEICER L TCETERY, e 20l CHEHINTE TS [1-7]]1-8]. Fi, B ¥H
WOTERPHREI NS, ZO' B HAFIE, IoT <° CPS (Cyber-Physical System), kU U 4> -
U5 [19NTETEEIND L H1Z, M2M (Machine to Machine) A7 AIZEWT, ¥
AR FEA~OIFERANTER SN TWAZ LD, HHREF2 ) 70128V T,
MBI ZIRINEZE LT, L0 REHEORW S AT A~DOIERARGETE 5.

F, VanF— X TR EONAENREX )T 0 OB, Fa—C RN EHE
DR I RIEICERET 708, PR ER bIEA TE TRy, HlReXxa V7 47210
TR, MEEOBSNP LX) T ARRLEEL 2> TE TV

fthly, 777 ROBERIZHE, T—F 2o X —DDEEZBRINTHDER, ZokHnk
?““ 2B =TI, B NBEEHMTbNLTWAE., ZoXo1s, FRtex=V 74

WCMAWEEX 2V T o MR L2V T 4RV A MDREBEIZRS>TETWD
[1-10]-[1-13]. —f%IZ, SFHRNEEREEDMECEBIL, TPO (K, %L, ) &
WU THEICENT D, ZOXIRGEEZBET DL L, (EROEHREX =2V T 1ITZ,
MEEE X2 U7 0 bR L7-RENREX 2V T s OB FNEEL/R->TL D, Lo,
INETIZZDOE ) AR EX 2 VT 0 ICE & LIEMFTRIE 50 T,
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AT, ZNHOFEFO T, BELEZXRIS, T vyvar 2 VT 0 neER, b,
KR 2 BT IO D> A7 0 AZEMZxG L L, TPO FRMAIZ X » TEIIZE(LT S
B2 7Bk L, ERDOEHRE X =2V 7 ( ICH B 2B 2 M o Edf e =Y
Ta4% GEovXa VT 0] LEHTH. 0ROV T 4, BIb, WHANRBLEE
MADZEICEY, TEROIEHEX =2 U T 4 DBIRNOA T 1 ZIZEBIT % TPO KfEA TNk
L7-B 2B 6 K REMNHOMRNC Y 2 7 ER AL, VAZTERA L M
5. BiG, 7 40 REMEWVWIGITHL, WElEX2 VT ¢ EEREX 2V T 4 O
5 YU A7 BERZMBERCHN L, EEOICEHMIT 5. o1, BEMZR Y A7 35K % AlHE
ET DI, EEANCTHE LR ZHKICY 27 BN Z AT 5.

PLEICXY, EROEREXF 2V T AICLD I AT wR AL MIXL, Bizilhotk
X2 VT 0 & LT, MENRBLS, ¥HZ TPO &2+ 5 Z Lick v, B 8anrD
T 4 2D X2 )T 4 EREHINOMRBIIICE D252 8L, 1) Hizh) AT~
XA NORE, 2) ISMS B RBE~DFL, #BBULL, 47 ¢ AZE/O, KL
LT IT BRI T 5T 5.
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OB X2V T 412V TR, FovXa )70 2EFRTDH. RIS, o207
BT DA FET, BUROMEZH LT .

BI3ETIE, FHLETEELEHEOEF 2V T 4ICxL, Zhb0 Y A7 ERNE, HHiE
BINCHIE T 27201V A7 T2 A XA M EIToTERERICOWTORT. BRmICiE, 47+
AZERNCBITA5DEX2 ) T 4 2BB LIV AT TEHARA L MELT, EREF2UT
S DB X2 )T o OBUSZMZ T2 A7 5 &E1Ty, VA ERAZHEL, =
NOEDOY AVERIZKL, VAV~ M) 7 AFEICHESZ Y R FERAVERL, HHt
Fa VT X2 T o MK LR ER22 X2 U T AR EHLNICT 5.

WIZ, HBAZELESETIE, FI3FEDOVRAITERA L MERIHT S5 E LT, #r
7AW DOIERERA Y MZU AT XA R ELTORMKREIZONTIERS.

FA4FETIE, FHIHEOYRAITERAAL MEREEE 2, BIR7RERK & LT TPO F&i4IC
EHLIEV R =R A Y NEFTICRET S, BRIcE, —ic, BFTE, E5%
Z 7 RORANRINTWDS., ZOHRIZEBRL, 27 4 AR HEH 7 77 RERRIZK
L, TPO LU TEX 27 RBIENOEER 7 70 REBRIRT 25 FEEZREL, £0
T OV TR L 72 fE RN Tk 5.

%5 ETIE, ISMS W MR HET 280D, B HERICL DY A7~ P A b
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X2 T ANV AZFEE 2 EREX 2V T A~ A M EHAEDLESLZ L
IZ& D a X NofEEdlk, R R ANRIBE 2B D 2 & & ERISRREE L 7o iE R
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2. AT74ACBTFLHEOEX2 T ¢
ZIZTE, RRXTHIZICRETS FoteXxa VT 1] 1220 T, ZoHERELUNC
VEPEIZ DWW T 5 M fé.EWWKﬁ,ﬁ74z%ﬁ%ﬁ% Z, FHRoOEHRE XY
T A ROWF X2 ) T 412200, Fol HEotvx2 T 4] IZOWTERTS.
RIZ, HOEFa VT 4ICBTDEE I, BEMEEZME 5 L L bis, RO
BEH LT 5.

2.1 EHEXF2UT 1

—RIZ, BEX2 VT ol HREX 2V T 2B T A NS, 2T,
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Ubiquitous Information Society Ambient Information Society

“ . ” H . .
anywhere, anytime, anyone :| “current time, place, and personal preferences”

oy, ey,
1N I TN e

Y

Users access information anywhere, Computers can provide desired information to the

anytime through mobile phones or terminals. :| user according to his/her given circumstances.

H ] H

*asssssssseesnns { Pull type service I| Replacement > Push type service I—‘
(1) Ubiquitous Service (2) Ambient Service

X 23 ZbEFEZAYp—ERELEToE MY —E R

ZOT Ty M= AL, K24 12737 X 91T, CPS E LD AVDOENT—E R
THLH 5.

( )
Ambient Information Society P &
“current time, place, and personal preferences” &

I, (N
U, ;.ﬁ >,
A Wi G

Computers can provide desired information to the
user according to his/her given circumstances.

\. J

(1) Ambient Service (2) Cyber-physical System Environment
24 7Ty b —E R L& CPS DR
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—T X7 EOYEIBEIIRT L, VT NAEA DIRIETDHIENTE S,

s o i A [ L ]

s A et

R L
¥

-
RE >
falip v

25 kX2 UTF 4 HAF Iy /IO b [2-28]
Pl o

& 7 (Androidis )

RSSI
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(program()2)

ST EowE, W
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Fo, RRGIL, EALDOY AT MIMZ, FFICPCHIHFICERINEZ 54252 LT, &
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